
Crypto fraud
It is important to be aware that scammers are actively promoting 
unauthorized cryptocurrency investment schemes through 
compromised or hacked social media profiles. In some cases, false 
notifications may appear to be from SDB, referring to crypto investment
credit. We want to make it clear that SDB does not support or endorse 
ssuch transactions, in compliance with the restrictions imposed by 
the Central Bank of Sri Lanka on crypto investments.

Scams
Scammers might send you SMS messages from unknown phone 
numbers, often about packages being delivered to your address. Do 
not share your personal information, account or card details, or 
one-time passwords (OTP) with someone you don't know. Avoid 
oopening any links sent by SMS, email, or through website pop-ups.
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Stay vigilant against malware-related fraud
There is a rise in malware-related payment fraud cases observed
internationally. Malware, phishing, and ransomware are becoming
increasingly common forms of attacks and can affect individuals.
Malware is any software used to gain unauthorized access to mobile
devices and computers to steal sensitive data, disrupt system service 
or manipulaor manipulate information.

Bank safely
During these challenging times, fraudsters may exploit the situation
for personal financial gain. Stay vigilant and avoid falling prey to 
scams. As the festive season approaches, remember to stay alert 
when using SDB Debit cards / UPay for online purchases and digital 
payments. Protect your financial and personal information by 
enhaenhancing your awareness of fraud.

Tips for transacting safely online:
Are you confident in the safety of your online purchases? While
online shopping offers convenience, price comparisons, and savings,
its popularity has also increased risks, such as scams and card 
detail theft. Fortunately, by adhering to a few straightforward rules, 
you can enjoy a safe and secure online shopping experience. 

Keeping you safe from possible Phishing, Vishing and Smishing
attacks

A scam
A scam is a fraudulent scheme or deceptive practice aimed at taking
money or goods from unsuspecting individuals. Scams exploit trust 
to steal personal information or money, often using sophisticated 
ttactics and elaborate lies. With the rise of online connectivity, online
scams have become more common. It's essential to stay vigilant and
cautious when interacting online to protect yourself from falling 
victim to scams.
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